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	Reason for change:
	Tuak algorithm, as defined in TS 35.231 is designed to allow different sizes for input and output data of the security functions related to the authentication and key agreement. It is possible to have 256-bit key for the subscriber key K while keeping the size of all other parameters unchanged. In this scenario, the use of 256-bit input key K has no impact on the size of the output values of the AUTHENTICATE command used to perform the AKA. Consequently, there is no impact on the ME and the interfaces defined within 3GPP specifications. Only the UICC application and the AuC have to store and use 256-bit key K to run the algorithm for AKA. 

Fixing the key K at length 256-bits has the benefit to increase the entropy of the key used as input key in the algorithm set. 

An operator should have the choice to use algorithm set for 3GPP AKA functions with 256-bit input key K, when the algorithm set enables 256-bit length for the input key.

	
	

	Summary of change:
	To alllow an operator to perform Authentication and Key Agreement with a Subscriber Key K (also named Authentication Key) having a length of 256 bits, when the algorithm set for AKA security functions is designed to support 256-bit key length for the input key K.

	
	

	Consequences if not approved:
	An operator does not have the possibility to run Tuak algorithm with 256-bit input key while there is no impacts on the ME and the interfaces defined in 3GPP specifications
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	Other comments:
	


6.3.7
Length of authentication parameters

The authentication key (K) shall have a length of 128 bits or 256 bits.
NOTE:
Examples of algorithm set for 3GPP Authentication and Key Agreement functions allow either an authentication key K with only a length of 128 bits, or an authentication key K with a length of 128 bits or 256 bits. Depending on the chosen algorithm set, the operator may have the choice of the length of the authentication key K (128 bits or 256 bits).
The random challenge (RAND) shall have a length of 128 bits.

Sequence numbers (SQN) shall have a length of 48 bits.

The anonymity key (AK) shall have a length of 48 bits.

The authentication management field (AMF) shall have a length of 16 bits.

The message authentication codes MAC in AUTN and MAC‑S in AUTS shall have a length of 64 bits.

The cipher key (CK) shall have a length of 128 bits.

The integrity key (IK) shall have a length of 128 bits.

The authentication response (RES) shall have a variable length of 4‑16 octets.

